
Linda Van Horn
Founder and CEO
iShare Medical



Linda Van Horn, MBA
September 14, 2016

© iShare Medical 2



Ready, Direct, 
Triple Aim, FHIR Agenda (continued)

Ready: Direct and FHIR
ONC Roadmap October 5, 2016
 2017 Standards Advisory Task Force
 2017 Draft Interoperability Standards
 Identity and Authenication

Direct 
Direct Adoption
RA, CA, and HISP
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Ready, Direct, 
Triple Aim, FHIR Agenda

Triple Aim
FHIR
Direct
 Identity

©iShare Medical
4



ONC Definition of 
Interoperability

Interoperability is defined as the ability of 
a system to exchange electronic health 
information and use electronic health 

information from other systems without 
special effort on the part of the user
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A Learning Health System
October 5, 2015
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Must Use at Least the 
Direct Protocol 
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Share Across Organizational 
Boundaries
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Widely Available 
Public Provider Directories
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Use Public RESTful API’s
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Adopt Authentication and Authorization
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ONC Identity Management and 
Authorization Concepts
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Level of Assurance 3 (LoA3)
NIST 800-63-2
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Federal Bridge 
Certification Authority
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Health IT Standards Committee
A Public Advisory Body on Health Information Technology 
to the National Coordinator for Health IT

2017 Interoperability Standards Advisory Task Force

Kim Nolen, co-chair
Richard Elmore, co-chair

July 27, 2016
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Comment Period ends October  24, 2016



Interoperability Standards for “Push” 
Destination Systems
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First Three Federal Agencies Joining 
DirectTrust 
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MU 2 Direct Protocol 
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Direct Protocol 
Widely Adopted

© iShare Medical 21



Direct Protocol 
 Can be used to meeting View, Download and 

Transmit
Used to communicate between providers or from 

provider to patient
 “Push” out from provider to provider or from 

provider to patient
Does not support “Pull” or query
 Looks like email, but is no email system
Any attachment that you can attach to an email can 

be attached in a Direct Message
 Commonly used to exchange C-CDA documents 

© iShare Medical
22



DirectTrust
Established by Grant from ONC
Established a Nationwide Trust Network
 Security and Trust Standards
 Policies and Procedures 

40 Trust Anchors Accredited by EHNAC
 Audited for HIPAA compliance with security and privacy 
 Proven Interoperability Through Testing

© iShare Medical
23



© iShare Medical
24



3 Components of Interoperability 
Using Direct Protocol

Registration Authority (RA)
Certificate Authority (CA)
Health Information Services Provider (HISP)
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Registration Authority (RA)
ID Proofing
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Certificate Authority (CA) 
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Certificates have two parts
 Public key is like a street address on a house 

visible to all 
 Private key is like a house key that is only held 

by the owner
 Each private key contains two single use 

certificates:
 one for encryption 
 one for signing



Certificate Authority (CA)
Public Certificate Example
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How a HISP Works
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How a HISP Works
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How a HISP Works
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2008 Institute for Healthcare 
Improvement (IHI) Triple Aim
 Improving the 

experience of care for 
individuals

 Improving the health of 
Populations

Reducing per capita 
healthcare costs
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2016 MACRA
CMS Triple Aim Reboot
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FHIR Overview
 Fast Health Interoperable 

Resource (FHIR)
 Pronounced “Fire”
 HL7 Standard 
 Uses agreed upon terminology 
 In FHIR, every resource can 

(should) have a human-
readable expression 

 Synchronous Communications

v
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FHIR is 
Developer Friendly 

 Uses software concepts widely used – “App Store 
Approach” for exchanging data

 Uses web calls just like Google, Twitter, and 
Facebook

 Relies on HTTPS
 FHIR makes no assumptions regarding the 

architecture 
 This approach should drive down the cost of 

development and integration
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FHIR Organized in
5 Sections
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FHIR Supports 4 
Interoperability Paradigms

37

REST Documents

Messages Services

• Discharge Summaries
• Referral
• Similar to C-CDA 

• API’s• Patient Admitted
• Patient 

Discharge
• Lab Result
• Similar to v2

• Webservices
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FHIR 
 Faster to develop because it uses 
Cross-industry IT standards – XML, JSON
Well supported by tools – RESTful API’s
Easily understood by developers - webservices

Resources account for 80% of commonly needed 
data exchange then uses custom extensions 

Uses Standards and Structured Data
Resources can be put together into profile
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CAUTION! 
Don’t Get Burnt!

FHIR is 
Being rapidly developed
Expected to be used in applications, especially mobile, soon
A promising standard for the future
Still in STU2 (Standard for Trial Use 2)
On a path to become “Normative”, which is necessary to be 

commercially ready / viable
Useful for some things, but be careful using for mission 

critical applications
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